HNudopmanmonHas naMsTKA IJIsl HSCOBEPILIEHHOJICTHHUX 10 BOIPOCaM

kunbepoOe3onacHocTu B cetn « MHTEpHED)

KomnbroTepHbie BUPYCHI

KoMmbroTepHelii  BHpPYC - 3TO Pa3sHOBHUAHOCTb KOMIIBIOTEPHBIX IPOrpPaMM, OTJIMYUTEIBHON
0COOCHHOCTBIO KOTOPOH SIBIISIETCS CIIOCOOHOCTh K Pa3MHOXKEHHIO (KOmMpoBaHUI0). B nomomxenue k
3TOMY, BHUPYCHI MOTYT T[OBPEAUTHh WM TIOJHOCTHIO YHUYTOXUTH Bce (aliabl M JTaHHBIC,
MOJIKOHTPOJIbHBIE IOJI30BATENI0, OT UMEHHM KOTOpOro Oblia 3amylleHa 3apakéHHas MporpaMma, a
TaKXe MOBPEIUTh WM JaXe YHHUTOXKHUTH ONEPAMOHHYIO CHUCTEMY cO BceMH (hailmamu B menoM. B
OOJIBIIMHCTBE CIIy4aeB PaCHpOCTPAHSAIOTCS BUPYCHI Uepe3 HHTEPHET.

MeToab! 3aIUTHI OT BPEJOHOCHBIX POTPAMM:

Hcnons3yil COBpEMEHHBIE OIEPAMOHHBIE CHCTEMbI, MMEIOIIME CEpPbE3HBIN YPOBEHb 3alIUTHI OT
BPEOHOCHBIX IIPOIPAMM;

[ToctrosinHo ycTaHaBnuBail natuu (UGPOBBIE 3aIIATKH, KOTOPbIE aBTOMATUYECKU YCTaHABIUBAIOTCS C
[[ENTBI0 IOPaOOTKH MPOrpaMMbl) U Ipyrre OOHOBJICHHS CBOCH OTEeparimoHHON cucTteMbl. CkaunBai mx
TOJNIBKO ¢ odunuanbHoro caira paspaborunka OC. Ecnu cymiecTByeT pexuM aBTOMATHUYECKOTO
OOHOBJICHHUS, BKIIIOYH €T0;

Pabotaiif Ha cBOEM KOMIBIOTEPE MO/ IPaBaMu MOJIb30BATENS, a HE aIMUHHUCTPATOPA. DTO HE IMTO3BOJIUT
OOJIBIIMHCTBY BPEJOHOCHBIX MPOTPaMM MHCTAJUIUPOBATHCS HAa TBOEM MEPCOHATBHOM KOMIIBIOTEPE;
Hcnons3yit aHTUBHPYCHBIE IPOTPAMMHBIE ITPOIYKTHI U3BECTHBIX ITPOU3BOAMUTEIIECH, C aBTOMAaTUYECKUM
0OHOBIIEHHEM 0a3;

Orpannyb GpU3HUECKUI JOCTYI K KOMITBIOTEPY LISl IOCTOPOHHUX JIHII,

Hcnonp3yit BHENIHME HOCUTENH HHQPOpMAIMM, Takue Kak Quienika, auck unu ¢aiin u3z MutepHera,
TOJIBKO U3 ITIPOBEPEHHBIX UCTOYHHUKOB;

He oTkppiBaii koMmbrOTepHBIE (ailiibl, MOJNyYeHHbIE U3 HEHAAEKHBIX UCTOUYHUKOB. Jlaxke Te Qailnsbl,
KOTOpBIE ITpHUCIIai TBOM 3HAKOMBIN. Jlydllle yTOUHHU y HEro, OTIIPABIISI JIU OH Te€0E HX.

Cerun WI-FI

C nomomnipro WI-Fi MOXXHO MOJTy4nTh OECIUIATHBIH MHTEPHET-IOCTYI B OOIECTBEHHBIX MecTaX: Kade,
OTeNAX, TOProBbIX LIEHTpaX M a’pornoprax. Tak ke sABIseTCSs OTIMYHOW BO3MOXKHOCTBIO BBIXOJa B
Wurtepner. Ho MHorme oskcmepThl cuuTaroT, 4yTo oOmenoctynHele WiFi cetm He sBisorcs
0€301acHbIMH.

CoBeTbl 110 0€30MaCHOCTH PabOThI B 00MIeI0CTYIHBIX ceTsax Wi-fi

He nepenaraii cBoro nuuHyro uH(poOpMammioo uepe3 odmienocrynubie Wi-Fi cetn. Paboras B HuX,
JKeJlaTeJIbHO HE BBOJUTH MApOJIN JOCTYIIA, JIOTUHBI U KaKUe-TO HOMepa;

Vcnonb3yit 1 OOHOBIISIM aHTUBUPYCHBIE NMPOTpaMMbl U OpaHaMaysp. Tem cambIM Tbl 00€30MacHIlb
ce0s OT 3aKayKu BUpYca Ha TBOE YCTPOICTBO;

ITpu ucnons3oBanuu Wi-Fi otkmoun ¢ynknuio «O0muil noctyn k Qaiinam u npuatepamy». JlaHnHas
(GYHKIUS 3aKpbITa 110 YMOJIYAHHUIO, OJIHAKO HEKOTOPHIE IMOJIb30BATEIN aKTUBUPYIOT €€ Ui yA00CTBa
UCIOJIb30BaHUs B paboTe miu y4eoe;

He wucnonw3yit myOmmunbii WI-FI nns mepegaum NMUUYHBIX JTaHHBIX, HAIpPUMEp, IS BBIXOAA B
COLIMAJIbHBIE CETU WM B 3JIEKTPOHHYIO MOUTY;

Ucnons3yit Tonpko 3amuiienHoe coenunenne yepe3s HTTPS, a ne HTTP, T.e. mpu HaGope Beb-aapeca
BBO/IM UMEHHO «https://»;

B mo6unbHOM Tenedone otkimoun pynkuuio «llonkmouenue k Wi-Fi aBromarnueckn». He nomyckait
aBTOMAaTHYECKOT'0 OJKII0UEHHs yCTpoiicTBa K ceTssiM Wi-Fi 0e3 TBoero cornacus.

ConnanbHble ceTH

ConmanbHas CEeThb - 3TO CallT, KOTOPBIN MPEIOCTABIIAET BO3MOXKHOCTD JIFOJSIM OCYIIECTBIIATH OOIIEHNE
MeXay co0oif B mHTepHeTe. Yarne Bcero B HUX Ul KaKIOrO YeJIOBEKa BBIIENISIETCS CBOS JIMYHAs
CTpaHMWYKa, Ha KOTOPOHl OH yKa3blBaeT O cebe pa3iuuHyl0 HHPOpMAIUIo, HauWHas OT HMEHH,



dbamMuuu W 3aKaH4yMBas JHYHBIMH QoTorpadusiMu. MHOrue mNONIB30BaTENd HE IMOHUMAIOT, YTO
uH(popMaIus, pa3MelIeHHAass UMU B COIMATBHBIX CETSIX, MOXKET ObITh HaiiiecHa W HCIOJIh30BaHA KeM
YTOAHO, B TOM YHCJIE HE 00s13aTeNIbHO C OJ1aruMu HaMEepEeHUSIMU.

OCHOBHbIE COBETHI 110 0€30MaCHOCTH B COIMANIBHBIX CETSIX:

OrpaHuyb CIIUCOK Jpy3eil. Y Te0s B Apy3bsSX HE TOKHO OBITH CIIyYailHBIX U HE3HAKOMBIX JIFOZCH;
3amuniail cBOIO 4acTHYIO Ku3Hb. He ykasbiBaii mapoinu, TenedoHsl, ajgpeca, 1aTy TBOETO POXKICHUS U
APYTyI0 JUYHYI0 HH(GOpMAIHIO. 3II0YMBIIUIEHHUKH MOTYT HMCIOJIB30BAaTh Jake MHPOPMALIUIO O TOM,
KakK Thl U TBOU POJIUTEIH IUIAHUPYETE MPOBECTU KAHUKYJIIbI;

3amumniail CBOIO0 PeImyTaIuio - JIEpPKU €€ B YUCTOTE W 3a7aBail ceOe Bompoc: XoTed Obl ThI, YTOOBI
JpyTye MoJb30BaTeNu BUJEIH, YTO Thl 3arpyxaemb? [logymail, mpexae 4eM 4To-TO ONMyOIHKOBATh,
HanucaTh U 3arpy3uTh;

Ecau ThI roBOpHILb C JIFOABMH, KOTOPBIX HE 3HACIIb, HE MCIOJb3YH CBOE pEaJbHOE UM U APYTYIO
JTUYHYI0 HHPOPMALIUU: UMSI, MECTO KUTEIBCTBA, MECTO Y4eOBbl U IPOYee;

N36eraii pazmemenus (ororpaduii B MHTEpHETE, T THI M300pakeH HA MECTHOCTH, IO KOTOPOM
MO>KHO OIIPENETUTH TBOE MECTOIIOJIOKEHUE;

[Ipu peructpanuu B COLMAILHONW CETH HEOOXOJUMO HCIIOJIB30BATh CIOKHBIE MMApPOJIU, COCTOSIINE U3
OykB ¥ U (p 1 ¢ KOTMIECTBOM 3HAKOB HE MEHEE §;

Jlis conuanbHOM CeTH, MOYTHl U JAPYTUX CAlTOB HEOOXOAWMO HCIOJIB30BaTh pasHbie mapoiu. Torma
ecni TeOsl B3JIOMAIOT, TO 3JIOYMBIIUIEHHUKH MOJYyYaT JOCTYI TOJBKO K OZHOMY MECTY, a HE BO BCE

cpasy.

DJIeKTPOHHBbIE IeHbTH

DNEeKTPOHHBIE JIEHBI'M — 3TO OY€Hb yIOOHBIN crOcO0 MIaTeXel, OJIHAKO CYLIECTBYIOT MOILLIEHHUKH,
KOTOPBIE XOTAT MOJTYYUTh 3T JICHBIU.

DNEeKTPOHHBIC ICHBIY MOSBUINCH COBCEM HEIaBHO U MMEHHO M3-3a 3TOT0 BO MHOTHX IOCYJapcTBax J10
CUX IOp HE MPONUCAHO NPO HUX B 3aKOHAX.

B Poccun xe oHM (YHKIIMOHMPYIOT M O HHX YK€ MPOMUCAHO B 3aKOHE, TJe MX pa3lesiioT Ha
HECKOJIbKO BHJIOB - AaHOHMMHBIE M HE€ aHOHHMMHbIE. Pa3HuIla B TOM, YTO aHOHMMHBIE - 3TO T€, B
KOTOPBIX pa3peliaeTcs MPOBOIUTh Omepanuu 0e3 WAeHTU(UKAIIUN TI0JIb30BaTelisd, a B HE aHOHUMHBIX
UICHTU(UKAIIUH TTOIH30BATENs SBISETCS 0053aTEIbHOM.

Takxe cienyer pa3iauyaTh 3J€KTPOHHBbIE (pUaTHBIE JEHbI'M (paBHBI FOCYJApCTBEHHBIM BAJIOTaM) U
ANEKTPOHHBIC HEUATHBIE IEHBIH (HE PaBHBI TOCYJaPCTBEHHBIM BAIIOTaM).

OCHOBHBIE COBETHI 110 Oe301acHO paboTe € INEKTPOHHBIMU JACHbraMU:

[TpuBsxu K cyeTy MOOWIBHBIA TenedoH. ITo camblil yIOOHBINM M OBICTPBIM cOco0 BOCCTAaHOBUTH
noctyn K cuery. I[IpuBsizanubiil TenedoH MoMokeT, eciau 3a0yaenib CBOM IUIATEXKHBIA MapoJib WU
3aiJelIb Ha CaliT C HE3HAKOMOI'0 YCTPOMCTBA;

Ucnons3yit ogqaopaszossie napoiu. [locie nepexona Ha YCUICHHYIO aBTOpHU3AINIO TeOe yxe He OyaeT
YIPOKAaTh OMACHOCTh KPa)Ku WM MepexBaTa MIaTeKHOro MapoJis;

Bri6epu cnoxnbiil naposs. [IpectynHukam OyAeT HE MpOCTO yrajaaTh CIOXHBIM mapoib. HanexHbie
Mapoju — 3TO MapoJid, KOTOpbIE COJep>KaT He MeHee 8§ 3HAKOB U BKIIOYAIOT B ceOsl CTpOYHBIC U
MpOMUCHBIE OYKBBI, LM(PPbI U HECKOJBKO CHMBOJIOB, TakKM€ KaK 3HaK Joiiapa, (QyHTa,
BOCKJIMILIATENbHBIN 3HAK U T.1. Hanmpumep, StROng!;;

He BBOIM cBOM TMYHBIE JaHHBIE HA CaliTaX, KOTOPHIM HE JIOBEPSEIIb.

DJIEKTPOHHASA MOYTA

DNEKTPOHHAs 1I0YTa — ITO TEXHOJIOTHUS U IIPEIOCTABIISIEMBIE €10 YCIYTHU MO NEPECHUIKE U MOTYYEHHUIO
AJIEKTPOHHBIX COOOIIEHUN, KOTOPBIE PACIIPENETAIOTCS B KOMITBIOTEPHOU ceTH. OOBIYHO JIEKTPOHHBIN
MOYTOBBIM SIMK BBINJISAUT CICTYIOIMM 00pa3oM: UMS_IOJIb30BaTEeII(@UMs_JoMeHa. Takxke Kpome
nepeiayu MpoCcTOro TEKCTa, UMEETCsl BO3MOXKHOCTD IepeiaBaTh (haiibl.

OcHOBHBIE COBETHI 10 Oe30macHoil paboTe ¢ 3JIEKTPOHHOM MOYTOM:

Hano BbIOpaTh mpaBuiIbHBIN MOYTOBBINA cepBuc. B MHTepHETE ecTh OrpoMHBIN BBIOOp OecCIIaTHBIX
IIOYTOBBIX CEPBUCOB, OJHAKO JIYYILIE JOBEPATH TEM, KOI'O 3HACIb U KTO IIEPBLII B PEUTUHIE;



He yka3pBaii B JuuHOW TmoYTe JMuHyr0 uWHpopmanuioo. Hampumep, mydme BwsIOpaTh
«MY3BIKaTIbHBIN _(hanaT@» miu «pok2013» BMecTo «remal3»;

Hcnonb3yil BYXATallHYIO aBTOPHM3alMIO. JTO KOrJa MOMUMO Mapojisi HYKHO BBOJIUTH KO/,
npucbUIaeMblil 1o SMS;

BriGepu crmoxHbIi Maposib. sl KaXaoro IMOYTOBOTO SIIMKA JODKEH OBITh CBOM HaJIC)KHBIH,
YCTOWYHMBBIN K B3JIOMY I1apOJIb;

Ecnm ectb BO3MOKHOCTh HAIMCATh CAMOMY CBOM JIMUHBIN BOIIPOC, UCIOJIb3YH 3TY BO3MOMXHOCT;
Hcnonbs3yi HECKOJIBKO IOYTOBBIX SAIIMKOB. [IepBbIN 71 4aCTHOM NEPENUCKHU C aApecaTaMy, KOTOPbIM
ThI JIOBEpSACIIb. DTO AJIEKTPOHHBIN aJpec He HAJ0 HCIOJIb30BaTh MPU PErucTpanuu Ha (popymax u
caiTax;

He otkpeiBail ¢aiinbl U Apyrue BIOKEHUS B MUChMax Ja)K€ €CJIM OHU IPUIUIM OT TBOUX ApY3eil.
Jly4nie yTo4HM Y HUX, OTIIPABIISLTN JIU OHH TeOE ITU (ailiibl;

[Tocne okoHuyaHWsT pabOTHI HA MOYTOBOM CEPBHUCE IEPE] 3aKPHITUEM BKJIAJKH C CAaTOM He 3a0yIb
Ha)KaTh Ha «BBIATHY.

Kuo0epOyiuHT Wi BUPTYaJbHOE U3/1€BaTeIbCTBO

KubepOynnuHr —  mpecieoBaHUE COOOLICHMSMH, COJEpXKAaIlUMH  OCKOPOJIEHHUs, arpeccuto,
3allyTMBAaHME; XYJUTAHCTBO; COLMAIbHOE OONKOTHMPOBAaHHE C IOMOILBIO PA3IUYHBIX HHTEPHET-
CEpBHUCOB.

OcHOBHBIE COBETHI IO OOPBOE ¢ KHOSPOYIITHHTOM:

He Gpocaiics B 0oii. Jlyummii crnoco0: mocoBeToBaThCsl Kak ce0si BECTH U, €CIIM HET TOro, K KoMy
MOXKHO OOpaTHUTBhCS, TO BHAYale YCIIOKOWTHCA. ECIM Tl HauHEemb OTBEYAaTh OCKOPOJICHHSMH Ha
OCKOpOJIEHUS, TO TOJIBKO elle O0bIIe pa3okKellb KOH(IMKT;

VYnpasisii cBoeil kubeppenyranuei;

AHOHUMHOCTh B ceTd MHuMas. CylecTBYIOT CIOCOObI BBISICHUTb, KTO CTOUT 33 aHOHUMHBIM
aKKayHTOM;

He crout BecTu Xyauranckuii oopa3 BUpTyanbHOH ku3HU. IHTEepHET pUKCUpYeT Bce TBOU IEHCTBUS U
COXpaHsIeT uX. Y JaluTh UX OyAeT KpaliHe 3aTpyAHUTEIBHO;

Benu cebst BexnBo;

Urnopupyit equHuuHbIi HeratuB. OJHOPa30Bble OCKOPOUTENBHBIE COOOIEHNUS JIyUllle UTHOPUPOBATh.
OObIuHO arpeccus NpeKpamaeTcs Ha Ha4aabHON CTaIuH;

ban arpeccopa. B mporpamMmmax oOMeHa MTHOBEHHBIMH COOOIIEHUSIMH, B COIIMAIBHBIX CETSIX €CTh
BO3MOKHOCTh OJIOKHPOBKH OTIIPABKH COOOIIEHHH C ONPEeNICHHBIX aPECOB;

Ecnu Th1 cBugerens kubepOysuivHra. TBOM EHCTBUSA: BBICTYIUTh NPOTUB IIpECeA0BaTENs, T0OKA3aTh
€My, YTO €ro JeiCTBHS OLICHWBAIOTCS HETaTUBHO, IOAJEpXKaTh JKEPTBY, KOTOPOH HYXHa
MICUXOJIOTHYECcKast IOMOIIb, COOOLIUTH B3POCIBIM O (PAKTE arpecCUBHOTO MIOBEJICHUS B CETH.

MooOuabHblii TesiedoH

CoBpemenHble cMapTHOHBI U IUIAHIIETHI COAepkKaT B cede BIOJIHE B3POCHbIH (YHKIIMOHAT, U TeHephb
OHM MOTYT KOHKYPUPOBAaTh CO CTAIlMOHAPHBIMU KoMmmbioTepamMu. OpHAKO, CPEACTB 3aIUTHI JJIS
MOIOOHBIX YCTPOUCTB MOKa OYeHb Malo. TecTupoBaHHe U MOUCK YA3BUMOCTEH B HUX MPOUCXOIUT HE
TaK MHTEHCUBHO, Kak 17151 [1K, To ske camoe kacaetcst 1 MOOMIIBHBIX TTPHIIOKEHUH.

CoBpeMeHHbIE MOOWIIbHBIE Opay3epbl yXKe MPAKTUYECKH JOTHAIU HACTOJBHBIE aHAIOTH, OJIHAKO
pacmpenre pyHKIIMOHaIa BIeYET 32 COO0H OOJBITYIO CIIOKHOCTh M MEHBIITYIO 3aITUIIICHHOCTD.
Jlaneko He Bce MPOU3BOIUTENN BHIMYCKAIOT OOHOBICHHS, 3aKPHIBAIOIINE KPUTUUYECKUE YSI3BUMOCTU
JUISI CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI JUIsl 0€30MaCHOCTH MOOUIBHOTO TenedoHa:

Byns octopokeH, Beap korma Tebe mpejyiaraioT OecryIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI
KaKue-TO IIIATHBIE YCIYTH;

Hymaii, npexzae dyem otnpaBuTb SMS, ¢oto mnam Buaeo. Tl TOUHO 3Haemb, rae OHU OyAyT B
KOHEYHOM utore?

Heo6xoauMo 0OHOBISATE OMEPaIIMOHHYIO CUCTEMY TBOETO cCMapT(OHa;

Hcnonb3yit aHTUBUPYCHBIE TIPOTPAMMBI JJ11 MOOUITBHBIX TeNle()OHOB;




He 3arpyxaii npunoxeHus OT HEM3BECTHOTO HCTOYHUKA, BEIb OHM MOTYT COJIEpP>KaTh BPEIOHOCHOE
porpaMMHoOe oOecrieueHue;

[Tocne Toro kak ThI BBIMIENIL C CaiiTa, TA€ BBOAMI JUYHYIO WH(POPMAIHIO, 3ali i B HACTPOUKH
Opay3epa u ynamu cookies;

[leproanuecku npoBepsiii Kakue MIaTHbIE YCIYT'H aKTUBUPOBAHbI HA TBOEM HOMEPE;

JlaBaii cBOif HOMEp MOOMIIBHOTO Tene(OoHa TOIBKO JIOASIM, KOTOPBIX ThI 3HACHIb U KOMY JIOBEpSEIIIb;
Bluetooth momken ObITH BBIKIIIOUYEH, KOTJa Thl UM HE Mojb3yelibes. He 3a0biBail mHOTAA MPOBEPATH
3TO.

@OUIIMHT WIN KPaxkKa JUYHBIX JaAHHBIX

I'maBHas uenb ¢pummHr- Buga MIHTEpHET-MOIIEHHUYECTBA, COCTOUT B MOTYYSHUH KOH(HIEHIIUATbHBIX
TaHHBIX TOJb30BaTeNed — JIOTMHOB M mapojeil. Ha anrmmiickom s3pike phishing umraercs kax
¢umunr (ot fishing — priOHas 0B, password — maposib).

OCHOBHBIE COBETHI 110 60pb0e ¢ PUITHMHTOM:

Cnenu 3a cBouM akkayHTOM. Eciam Thl mojo3peBaellb, 4YTO TBOSI aHKeTa ObUla B3J0OMaHa, TO
HE00X0AMMO 3a0JIOKMPOBATh €€ M COOOIIUTh aJMUHUCTPATOPaM pecypca 00 3TOM Kak MOYKHO CKOpee;
Hcnonb3yit 6e30macHbie BeO-CailThl, B TOM YHCIIE, MHTEPHET-Mara3uHOB U MOMCKOBBIX CUCTEM;
Hcnonb3yit ciioxHbIe U pa3Hble mapoyid. TakuM 00pa3oM, ecii Te0s1 B3JIOMAIOT, TO 3JI0yYMBIIICHHUKH
MOJIy4aT AOCTYI TOJIBKO K OJIHOMY TBOEMY IIPO(MUIIIO B CETH, a HE KO BCEM;

Eciu Te6s B3moManu, To HEOOXOAMMO MPEIYNPEANTh BCEX CBOMX 3HAKOMBIX, KOTOPBIC JOOABJICHBI Y
Te0s B IPY3bAX, O TOM, YTO Te€Os B3JIOMaIH U, BOBMOKHO, OT TBOETO UMEHHU OYyJeT pacchuIaThCs Criam
Y CCBUIKM Ha (PUIIMHTOBBIC CAlTHI,

YcranoBu HajgexHbIi mapons (PIN) Ha MoOHIIBHEI TenedoH;

OTKIIIOYM COXpaHEHHUE Maposist B Opaysepe;

He otkpeiBail ¢aiinbl U Apyrue BIOXKEHUS B MUChMaxX JaXe €CIU OHM MPUILIA OT TBOUX JIPY3EH.
Jlydnie yTo4HM y HUX, OTIIPABIISLTN JIM OHH TeOE 3TU (ailiibl.




